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INNOVATION IN IT-MANAGEMENT: TOLERANCES AND
LIMITATIONSIN THE PROCESS OF
E-GOVERNMENT IMPLEMENTATION IN UKRAINE

IHHOBAIIIL B IT-MEHEJ)KMEHTI: IONYCKHU TA OBMEZKEHHSI B IPOLECI
BITPOBA/I’KEHHS EJIEKTPOHHOTI'O YPAY B YKPAIHI

The article reveals the possibilities of information technologies to improve the functioning
of public administration in the country, increase the efficiency and transparency of local
authorities. Conducting researches within the framework of scientific and technological
development, which are concerned opportunities to provide e-government in Ukraine, are
considered in this article together with the main stages of e-government formation. It has been
researched the problems of e-government potential realization from another aspect that includes
technological base being an integral part for e-government system creation.

It was analysed available infrastructure and technical supply needed for the full-fledged
functioning of e-government such as: state of the Internet network and its indicators, the technical
infrastructure, human resources for the e-government implementation. It was revealed tendencies
related to the technological reinforcement of the e-government activity and to the current
challenges faced by supporters of virtual government.

Determined and analysed many factors influencing on e-government implementation. In
particular, substantiated the necessity of e-government system implementation in Ukraine in order
to improve the service provision by government to the citizens.

The article deals with the modern government imperfection and state of information and
telecommunication technologies in the context of public administration. Highlighted the problem
of information security and cybercrime. In order to research it has been used the experience of
foreign countries that has already been applying e-government as a service for remote interaction
(South Korea, Estonia), and tools they use to provide secure data exchange between citizens and
the e-government.

It was outlined the ways how to solve problems appearing in process of electronic system
implementation, for example: layoffs, uneven implementation of e-government, etc. It was
determined particularities and perspectives of e-government implementation in Ukraine. To
traverse possible negative consequences in case of e-government provision there were developed
some recommendations.

Keywords: e-government, electronic government system, implementation, Internet
coverage, cyber-security.
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Cmamms po3Kkpusae Moxcausocmi iHoOpMayiiHux mexHon02iti Ha WXy NOKPAWeHHS
@DYHKYIOHYBAHHS 0epIHCABHO20 YAPAGIIHHA 8 KPAiHi, NiOSUWEHHS e(hekmusHocmi ma npo3opocmi
enaou. Y cmammi po3ensaHymo emanu (popmMy8anHs cucmemu eieKmpoHHo20 ypsaoy ma npo8edeHo
00CNIONHCEHHS WOOO0 MONCIUBOCIEU BNPOBAONCEHHS OAHO20 THHOBAYIUHO20 piuieHHs 8 YKpaiti 6
KOHMEKCMI  HAYKOBO-MEXHON02IuH020  po3eumky.  [locnidjiceno  npobaemu  peanizayii
IHHOBAYTIIHO20 NOMEHYIANY O0epHCABHO20 YNPAGIIHHA NI0 IHWUM KYMOM, 3 MOYKU 30pY
MEexXHON02IYHOI 0a3u, KA € Hei0 EMHOI HYACMUHOIO O/l CMBOPEHHS CUCEeMU eNeKMPOHHO20
ypAaoy.

Ilpoananizosano naseHy iH@pacmpykmypy ma mexHiune 3abe3neueHwusi, HeoOXioHe 0/
NOBHOYIHHO20 ~(DYHKYIOHYBAHHA eNeKMPOHHO20 YpA0y: CMAH IHmepHem-mepedxci ma Uo2o
NOKA3HUKU, MeXHIYHA [Hpacmpykmypa, ar00CuKi pecypcu OJisl 8NPOB8AON’CEHHS eNeKMPOHHO20
ypaody. Buseneno menodenyii, noe’szami 3 MeXHONOSIYHUM  NIOKPINAEHHAM  OISIbHOCMI
eIeKMPOHHO20 YPAOY, Ma CYYACHI BUKIUKY, U0 NOCMAOMb neped NPUXUTbHUKAMU GIDMYATbHO2O
VPAOYBAHHSL.

Busnaueno ma npoananizosamo Husky gaxkmopie, w0 eniuearOmsv Ha Hpoyec
BNPOBAOINCEHHS €NeKMPOHHO020 Ypsady. 30Kpema, 0OIPYHMOBAHO HeOOXIOHICMb 6HPOBAONCEHHS
cucmemu eleKmpoHHo20 ypaody 8 YKpaiwi, 3 Memow noninuienHs HAOAHH NOCAY2 0epHCABHUM
CEeKMOpOM HACENEHHIO.

YV cmammi sucsimnroemvbcs numanHs HeOOCKOHAIOCMI CYYACHO20 YPAOYBAHHA MA CMAHY
iHpopmayiunux i meneKOMYHIKAYIUHUX MEeXHON02I 6 KOHMEKCMI 0epHCaA6HO20 YNPAGIIHHA.
Iliokpecneno npobremy, nog’szamy 3 ingopmayitinoro Oe3nekoro ma Kibep3nouunHicmro. /lns
NOPIGHAHHA — BUKOPUCIIAHO 00CBI0 KPAiH, WO 3anpo8aouiu eieKmpoHHe YPAOYEAHHA AK 34ciO
oucmanyiunoi 83aemooii 3 epomaosunamu (Ilieoenna Kopes, Ecmownisn), ma 3acobu, sKi 6oHu
BUKOPUCMOBYIOMb 0I5l 0€3NeUH020 0OMIHY OAHUMU MIJHC 2POMAOSTHAMU MA eIeKMPOHHUM YPSOOM.

Oxpecneno winaxu supiuieHHs npoobiem, wo BUHUKAIOMb 8 NPoYyeci 8NPo8aOI’CeHH MAaKoi
cucmemu, HaAnNpuxiaod: 6e3podimms, HepiBHOMIPHe 8NPOBAONCEHHS eNeKMPOHHO20 YPAOY MOWo.
Busnaueno ocobnueocmi ma nepcnexmusu 6npo8a0NCeHHs. CUCeMU eNeKMPOHHO20 YPAOYBAHHSL &
Ykpaini. Po3pobneno pexomenoayii wjo00 noOONAHHSA MONCIUBUX HE2AMUBHUX HACNIOKIE y pa3i
BNPOBAOINCEHHS eTIeKIMPOHHO20 YPAOY.

KurouoBi ciioBa: enekTpoHHU ypsi, cuCcTeMa eJIeKTPOHHOrO ypsany, [ntepuer, [HrepHer-
HOKPUTTS, KibepOe3neka.

Introduction. With the active increasing of population and development of
telecommunication and information technologies, the quality of a bureaucratic
system is losing its efficiency. To solve any problems the bureaucratic system,
which is not capable of satisfying citizens™ requests, extends officials volume, that
doesn't solve problem vice versa deepens it because the number of officials
increases along with the intermediate managers slowing down the interaction
processes (complaints, requests etc.).

With the expansion of telecommunications and the transition to the 3G
Internet (in some countries up to 4G), the concept of government without
government officials began to spiral. As the result, the innovative potential of public
administration began to grow.

Thus, the relevance of this topic has increased since 2014. Contributed by
dynamic changes in society, the topic of e-government concept became the subject
of conversation forming camps of followers and opponents.



Setting objectives. The purpose of research is to determine main factors
influencing on the e-government implementation process and fulfilling of analysis
of each according to the current situation in Ukraine. To estimate the prospective of
the e-government implementation based on foreign experience according to
available infrastructure and to identify positive as well as negative consequences of
e-government implementation for economy. To provide recommendations
concerned possible barriers and the ways to overcome them.

Methodology. To achieve the purpose of the study it was applied the
complex of general scientific and special methods and techniques: induction and
deduction, analysis and synthesis to set research targets and their solution,
generalization to assess the impact of the individual (local) indicator relative to the
national.

Research results. E-government is a way of organizing state authority
through local information networks and segments of the global information network
that provides the functionality of government institutions in real time and makes
easier and makes accessible daily communication with citizens, legal entities, non-
governmental organizations [1].

It is necessary to be noticed that the formation and implementation process of
E-government consists of 3 steps:

- The first one - At this stage, to implement e-government State
Authority forms its own strategy and tactics, sets a base for further development.
This step is accompanied by designing websites of public authorities, which contain
information for its visitors.

- The second one - This step is dedicated to further integration of
websites into one web portal. To begin with, Public authorities” websites are
upgraded to interaction platforms which allow citizens to be provided with services
online.

- The third one - transferring of communication mail online, wide
provision of electronic communications (24h, 7 days per week), development of
digital democracy [2].

Having investigated the stages of the process of formation and
implementation of the e-government system, we can identify main factors that
influence on that process:

1.  The appropriate legislation that straightly describes the mechanisms of
interaction between citizens and e-government.

2. Technical and technology base for e-government development.

3. The quality of the infrastructure that gives an access to remote interaction (Wi

- Fi, appropriate technical equipment).

4, The Internet, which allows you to interact with the e-government system from
any locality in the country (Internet coverage, Internet speed, accessibility for
all citizens).



5. Security system to prevent cyber attacks (preventing external influence on the
functioning of e-government).

Concerning legislation part, it is necessary to emphasize, that being mostly on
the first stage of e-government formation we should pay attention to the Order of
the Cabinet of Ministers of Ukraine "On Approval of the Plan of Measures to
Implement the Concept for the Development of the Electronic Services System in
Ukraine for 2017-2018", which contains the plan of measures to implement United
web portal, marking the approximation of the second stage.

The majority of higher education institutions that train qualified personnel in
the field of information technology can provide this project with trained specialists
to develop software, to support its work and to create a working group to develop a
single portal with interactive elements that will integrate all web pages together.

The important factor that influence on the quality of e-government’s work
and availability it for citizens is an access to the Internet, that is determined not only
by the presence of appropriate technical means but by the Internet coverage. Unlike
the countries that have reached the third stage of implementation of the e-
government, where Internet coverage covers 90-95% of the country's territory
(Estonia, South Korea, etc.), the situation in Ukraine is less encouraging. Today,
principally, only densely populated cities and areas are covered by the Internet to
the full extent, but concerning northern and south-eastern regions, especially in
small villages located far away from big cities, the situation may dramatically
differ: the coverage is weak or absent at all (éFig. 1).
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Figure 1 - 3G Internet coverage of the four largest mobile operators in
Ukraine (Kyivstar, Vodafone, Lifecell, Triomob) Reference: [3]
If we consider the share of Internet users by the age and settlement, we will
see that tenants of medium-size cities and villages of any size cannot use thee-



government system in a full swing type (Fig. 2). By the way the majority of the
population aged 55 or over lives in rural areas.

For comparison, being a country with Internet coverage above 90 %, South
Korea, where almost all the interaction between citizens and officials takes place in
a remote or online mode, was granted second time in two years a title "country with
the fastest Internet" [6].
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Figure 2 - Share of Internet users by age andtype ot settlements
Reference: Developed by authors on the basis of [4]

The older generation has no proper training on the use of the Internet, nor
does it have the necessary technical equipment. However, the number of Internet
subscribers is increasing (Fig. 3), which indicates that the potential for market of
Internet service providers will gradually be filled by new users regardless of age and
place of residence - the Internet becomes more available.

Nowadays, the fact that over 70 % of households have Internet connection
doesn't give any reasons for government in Estonian to stop investing money in
cables installation, supporting internet providers in economically ineffective areas.
The majority of projects is based on a private-public partnership, mainly by
Estonian IT companies [7].

The other key element of Estonian e-government system is mandatory use of
digital identification. Every citizen got a card with a chip that gives an opportunity
to sign documents with an electronic signature [8]. Thus, the Estonian society was
worried about cyber-security of personal data exchanged in the process of e-
government interaction. The opponents of Id-cards warned that putting huge



amounts of confidential information on the Web is risky. This risk has been
eliminated due to the creation of the so-called public key infrastructure of Estonia
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Figure 3 - Dynamics of Internet subscribers in Ukraine from 01.04.2016 to

01.07.2017, thousands man
Reference: Developed by authors on the basis of [5]

The point is that the state allocates to each Id-card user a certificate with two
crypto keys: closed, known only to its owner, and open [7]. However, there are
many other ways to disrupt the e-government functioning, when the Id-card appears
to be useless. For example, being under cyberattack of the new form of PC virus
"Petya"”, the activity of many states and private enterprises in Ukraine had been
blocked for two weeks in 2017 at least before the solution was found.

Contrary to the existing threats, the implementation of e-government will lead
to the following results: improving the quality of government information provision
services; reduction of customer service time (for citizens and business); reduction of
administrative barriers; decrease of administration costs; extension of a set of public
services; increasing the efficiency of state institutions and the quality of services
provided by them; increasing the rate of customer service satisfaction.

Among the political results it is possible to be noticed: openness and
transparency of the authority activities; increasing the level of and authorities and
citizen participation in the information society; increasing the rate of engagement of
citizens in democratic processes; increasing the effectiveness of the policies being
implemented [9].

Based on the foregoing, on the way of e-government innovation potential
realization, it is appropriate to provide recommendations for certain obstacles to be
overcome. The implementation has to be started on the local authority level - in
cities with the population no less than 100 thousands and after a certain period have



to be applied for state institutions of smaller administrative units, while the Internet
subscriber volume is growing. To achieve the results, we should use "step by step
implementation™ in settlements with different population and infrastructure
accompanied by straight results control. The next recommendation focuses on
unemployment, which can appear when the interaction between government and
citizens becomes remote. Money, economized on layoffs, first of all, can be
involved in former worker retraining which would adapt them for new protocols of
e-government and, secondly, it can support former workers in case of being faired
according to Ukrainian legislation protecting unemployed.

Thus, the e-government implementation demands a complex approach and
strategic planning from the government’s side, because without rational and
balanced state regulation this project will have never become integral and
widespread across the country.

Conclusions. The scientific novelty of the research is to substantiate the need
for the implementation of the e-government system in Ukraine. There are
considered the problems of the e-government innovation potential realization from
the other point of view, which concerns a technological aspect being an integral part
of creating an e-government system. It has been proved that the implementation of
e-government will help to improve the quality of state funded information services,
reduce administrative costs, expand government services and increase the efficiency
of public authorities. The research of economic and technological situation in
Ukrainian localities has shown the impossibility of thee-government
implementation in the near future. Determining unemployment as a consequence of
the e-government implementation, it had been drafted recommendations to
overcome this process and to decrease state budget expenditures.

There are many factors influencing on old- fashioned governance forcing it to
be changed: globalization, Western vectors of Ukraine have chosen, before the
emergence of an information society, which is gradually replacing old generations,
predetermined by the vivid development of telecommunications. The introduction
of a fully-fledged e-government system adapted to the Ukrainian realities has a high
innovation potential, the implementation of which will greatly increase the quality
and diversity of government services provided to both the population and private
enterprises.

Taking into account available human and technological resources, the
realization of this innovative potential can put Ukraine in line with a few countries
in its region, which have already estimated the advantages of e-government,
becoming a mentor for other post-Soviet countries in e-governance.

However, e-government in practical aspect is a new thing for Ukrainian
society, every following new stage described above have to be accompanied with
regular control, which makes this topic perspective for new researches.
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